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(EU) 2024/2847 “EU Cyber Resilience Act” Summary Slide

Timeline

* Entry into force: December 10,2024

* Date of applicability:
* conformity: December 11,2027
* reporting: September 11,2026

Addresses 3&&

Economic Operators placing / making available
products on the Union market

* manufacturers

* authorized representatives

* importers

e distributors
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Focus

Q

“Products with digital elements”

* Software

* Hardware

* Remote data processing solutions

* Open-source part of commercial activities
Excluded

» MDR/IVDR, cars, aeronautical products

Implementation

* Regulation
* binding and directly applicable in all
member states
* no national transposition
Based on New Legislative Framework
*  Presumption of conformity
* harmonized standards
* common specification
* cybersecurity certification schemes
Penalties
* manufactures up to |15 M€ or 2.5% of
the worldwide annual turnover
* others 10 M€ or 2.0%

Aim

©

Uniform legal framework for
cybersecurity of “Products with digital
elements” placed on the Union Market

LT AN

Obligations

* Fulfillment of essential cybersecurity
requirements

* risk based approach

* security properties

* product lifecycle processes

* vulnerability handling
* Reporting

* actively exploited vulnerabilities

* incidents having impact on product
* Conformity assessment



Cyber Resilience Act

Main timeline

® Published in OJEU

9@ Entry into Force

@ Stand. Reg. M/606

®Std. Req. Accepted

® Draft implementing act
®ESQO’s provided work program
@ Implementing act

® Delegated acts

® Horizontal process standards
® Reporting obligation

@ Vertical standards

® Horizontal product standards
® Date of applicability
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: 2024-11-20
: 2024-12-10
: 2025-02-03
: 2025-03-02
: 2025-03-13
: 2025-04-03
: Exp. 2026-Q1
. 8

: 2026-08-30
: 2026-09-11
: 2026-10-30
: 2027-10-30
: 2027-12-11



CRA Standardization Request M/606
< e

Brussels, 3.2.2025
C(2025) 618 final

COMMISSION IMPLEMENTING DECISION
of 3.2.2025

on a standardisation request to the European Committee for Standardisation (CEN), the
European Committee for Electrotechnical Standardisation (Cenelec) and the European
Telecommunications Standards Institute (ETSI) as regards products with digital
clements in support of Regulation (EU) 2024/2847 of the European Parliament and of
the Council of 23 October 2024 on horizontal cybersecurity requirements for products
with digital elements and amending Regulations (EU) No 168/2013 and (EU) 2019/1020
and Directive (EU) 2020/1828 (Cyber Resilience Act)

(only the English, French and German texts are authentic)

The SR asks in total for 41 items, 15 horizontal and the remaining are vertical
deliverables for specific products, e.g. processors, networking equipment,
operating systems, hypervisors, smartcards, certain toys, smart home
products with security functions, etc., all to be delivered by 30/10/2026!

=2 CENELEC O

JTC13 / WG9

Horizontal cybersecurity for products
with digital elements

WV | Established: March 27, 2023

Convenor : Ben Kokx
Secretariat : NEN

Committee members :382
National organizations : 24
Liaisons : 16

WG9 meets bi-weekly with a 3-day
hybrid plenary every 2 months.
Project teams have weekly meetings

Three project teams working on the
horizontal deliverables for the CRA.
Currently meeting > 16 hours/week!




WG9 Deliverable

Project team 1

Cybersecurity requirements for products with
digital elements — Principles for cyber resilience

CRA Stand. Req. Item : 1

Document type
WI number
Status

Next phase
DAV target date

: EN

: JTO13089

: Draft Comment resolution
: Submit for ENQ, Sep. 30

: October 2026

=% CENELEC

@ Covers CRA Annex |, Part 1, Requirement 1

® Process standard to ensure products are
developed and maintained with a risk-based
approach to cover any security risks (as a
catch-all, as 2a-m do not cover all possible
cybersecurity risks)

® Implementation demonstrated via
documented process outputs

® Covers all process activities
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WG9 Deliverable

Project team 1

Cybersecurity requirements for products with
digital elements — Principles for cyber resilience

CRA Stand. Req. Item : 1

Document type : EN

WI number : JT013089

Status : Draft Comment resolution
Next phase : Submit for ENQ, Sep. 30
DAV target date : October 2026

=% CENELEC

European fOreWOT ... s s s e seres s s s s sas s sese s se e asssn ssssssssensss 3
BT . 4
2 L b L A i e ) L 4
3 Terms and definitions ... —————————————————— 4
4 DL T L L0 OO 4
5 Cybersecurity PrilCIPLEs ... eeressrmesssrssssessssessssessssssesssserssssssssssssssssssssesasassasasans 5
5.1 GBILETAL ..o e ce s seesesseess s s assases s e s s e s et e o e S RS SRS SR SRR S SE AR SRR E S Eetn Rttt 5
5.2 Risk-based approach for CyDersecurity ... s s s 6
5.3  Security DY DESIEIL . cccesceesssesssissssesrsessssessesscsessssssssnsss st stsss st st sssssatassasassssasmssasasans 6
5.4 Secure DY Defanllt ... csssssssessressmsms sssssssssssssssssssssssesssessmens sesssasessssasasses 7
5.5 TrANSDATEIICY wruverrncacsssssssressresemsmssssssessssntasassssssssssssres msss s ssssssnsatasassessssseesssesemess sesssassnsssasasses 8
6 Risk management elements ... s st s s s srems e e 9
6.1 = T ) 9
6.2 o T L Lo 1 11
6.3 Risk acceptance criteria and risk management methodology .......ccccvinnseniasens 14
6.4 b e Ty 1 T 1 o 17
6.5 RUSK TTEALIIIENIL «....eeeeeseesessesnssssssssssssessssasssssssssssesesessessrssseressesessen s sen s e s sesessnssssssssssasassnsaes 21
6.6 Risk cOMMUIECATION ..ot ns s s e s s s s nrnas s 23
6.7 Risk monitoring and FeviemW ... s s ssss s sn s s s e ssssssrsassse s 24
7 Cybersecurity ACtIVITIES et e s s s s nrnas s 26
71 T 1T i O 26
7.2 Product cybersecurity PIANMEINE ... e s s s s s ssesrsas s 26
7.3 Product cybersecurity reqUirements. . ... s ssssisssmssssmss s smsssssssssssssssssssssssss 27
74 Cybersecurity architecture and design ... s sss————. 29
7.5 Secure iMpPlemMentatioN s recscssss s esssssssssessmssssmasssssessssnsmsssssssrssssssassssans 30
7.6 Cybersecurity verification and validation ... s 32
7.7 Secure Production e ss s s sssss s sr s s s sasmsass 34
7.8 Cybersecurity issue MANAGEMIEIT ... s sss s s 38
7.9 Product MOIITOTIIG . ... eeereeeeceesrrem st srem s ns s ssss s e s s e s s srsas s 39
T.10  DeCOmMMESSIONIIIL . ..o cece e smessss s sms s s se s s ses s s se s s s s sh e e ma e e asmssn e 40
7.11 Third-Party Component Cybersecurity Management ... 42
Annex A (informative) Coherence with vertical standards ... 45
Annex B (informative) Cybersecurity Supplier Agreements Example.......ccovcveennrenns 46
Annex C (informative] Relationship between this European Standard and the
essential cybersecurity requirements of REGULATION (EU) 2024 /2847 ....... 53

Annex D (informative) ANNEX: Accessible and Inclusive Cybersecurity (informative)
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WG9 Deliverable

Project team 2; item 1

Cybersecurity requirements for products with
digital elements — Generic security requirements

CRA Stand. Req. Item :2-14

Document type : EN

WI number :JTO13091

Status : On Hold

Next phase : Draft review, Jan 2026
DAV target date : January 2027

=% CENELEC

PanN

PROJECT
ON HOL

® Covers CRA Annex |, Part 1, Requirement 2 (a-m)

® Product standard addressing a specific set of
security requirements by mapping security
objectives to a catalog of possible security
controls;

® Implementation demonstrated via the product
itself and/or supported by technical
documentation;

@ Refers to PT1 (/ PT3) for process activities and
might augment technical documentation content
requirements;

® Builds upon the EN 18031:2024 series,
augmented with additional security controls.

CEN-CLCJTC 13 /WG 9 - Update @ SEMI 7



WG9 Deliverable e

EUropean fOrEWOTT ... ss s ssss s s sasss s s s b s b s ne s b st et asp Saasr e sm s s s e 3

LT T . 4

P 2 e 1 1 SOOI «ermeerreueesecmmerssssems s eesssssesmermseesusemet o e sae s sees et s en et a4 et et a2 e s e Rt bR ree e 5

roject team 2; item

2 Normative FefereIlCes s sy s s s s nas sessas srmsr s ssnsrsseasas 5

Cybersecurity requirements fOI' products with 3 Terms and definitions .. ————————————————————— 5
d’g’ tal elements — Generic secur ity requirements 4 =S 1T = 5
5 REQUETEINEIIES ......ceeeeveeeceseseesssseresassssssassssssrns s s masas sesssssssass semssssssnsnesssnsans samssssssasesensmssesasnes 9

5.1 JACM] Access control MechaniSml.. s s s e s 9

5.2 JAUM] Authentication mechaniSnm ... s 12

5.3 [SUM] Secure update mechaniSim ... e s 20

CRA Stand. Req- ltem :2-14 5.4 [S5M] Secure storage MechaniSI ... e ————————————————— 28
5.5 [SCM] Secure communication MechaniSm ... o ccceereeeerecr e cereercne s sesemerenses 32

Document type : EN 5.6 [LGM] LoZging MeChamiSIil oo e ssrerms e sssresemas seseesssmssnssesmsmsssesenms sessaseseess sessmseenses 38
5.7 [DLM] Deletion MeChamiSI ... eersrescsasesssssssresessassessssssssssssssesssss seasssssssssssesasssssss 45

WI number :JTO13091 5.8 [UNM] User notification MechamniSI ... e sssssssnssessssssessssssssssssssassssses 51
5.9 [RLM] Resilience MeChaniSI ... ecasesessssresesssssessssssssssssssesssas sessssssssssssassssssss 54

Status : On Hold 510 [NMM] Network monitoring mechamiSm . ceassmssssssssssssmssersssssssessesesse 56
511 [TCM] Traffic control MechamiSImh.. e eee e e re e ememsesesssreseeenenensss sasesnsens 57

Next p hase * Draft review, Jan 2026 5.12 [CCK] Confidential cryptographic KEYS.....cieessessssrnsessmsmsessssssesessnsssnssssssssssssens 58
5.13 [GEC] General Equipment Capabilities ... ieomrmesmssesessseserssss s sssssssssens 63

DAV ta rget date c January 2027 5.14 [[:RY] Cr}'ptugraph}'. ........................................................................ 75
5.15 [DTM] Data minimiZation. ... ecescsssssrsseescnsssssssssssssssessmsmssssssssssessrssssssssssssssssens 77

5.16 [LIM] External impact imMitation ... sssssssisessmsssssssssssessssesssssssssssssens 78

5.17 [MON] Recording and monitoring of security activities ... ceveenenene 80
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WG9 Deliverable PROJECT!

® This TR provides guidance on the common
threats related to the essential product

Project team 2; item 2 requirements of Annex |, Part 1, requirement
Cybersecurity requirements for products with 2 and the secu rity ObjECtiVES.
digital elements — Threats and Security : ]
Objectives ® The NWIP was circulated with a mature draft
text to expedite the availability to all CRA
CRA Stand. Req. Item : Supports PT2 & verticals standard writers.

Document type : TR

WI number : JT013097
Status : On Hold

Next phase : Ballot, Jan 2026

DAV target date : August 2026

" [:ENEI-EG CEN-CLCJTC 13 / WG 9 - Update @ SEMI :



WG9 Deliverable e

ON HOL
Project team 2; item 2

Cybersecurity requirements for products with
digital elements — Threats and Security EUFOPEAN OT@WOTA ..o oo 3
Ob] ectives AL 0 T3 L ) 1 4
1 L TSN 5
: 2 NOrmative FefereIiees. . s s s s s s s s s s st s s 5
CRA Stand. Req' ltem : Supports PT2 & verticals 3 Terms and defiNitions ... ———————————————————— 5
Document type ‘TR 4 Cybersecurity threats for products with digital elements......erecsenceieaes 5
5 Cybersecurity objectives for products with digital elements........eeeceerecns a8
WInumber : JT013097 6 Mapping Threats and Security Objectives ... e e s srcrannas 10
Status : On Hold ANNEX A (INFOTTIATIVE) c.eooeeeeec e eereesscresseemsssasemssssssmsse s ssessessss st et sastmes sessmsssressassres s sresssssmmesas 14

Next phase : Ballot, Jan 2026
DAV target date : August 2026
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WG9 Deliverable

Project team 3

Cybersecurity requirements for products with
digital elements — Vulnerability handling

CRA Stand. Req. Item : 15

Document type
WI number
Status

Next phase
DAV target date

: EN

: JT013090

: Draft Comment resolution
: Submit for ENQ, Oct. 20

: October 2026

=% CENELEC

® Covers CRA Annex |, Part 2

@ Process standard to ensure products are maintained in
a secure state using a risk-based approach

@ Implementation demonstrated via documented process
outputs and actions in the market (updates,
notifications, recalls, etc.)

® Augments PT1 activities with specific requirements and
assessment criteria

® Perceived as a horizontal standard that the verticals
should be able to normatively reference with no or
minimal adoptions.

® The only horizontal standard of the three that hopefully
might be suited for citation to provide a presumption of
conformity for Annex |, part Il.

@ Strong normative dependency on the SOTA standards
EN ISO/IEC 30111 and 29147.

CEN-CLCJTC 13 /WG 9 - Update @ SEMI 11



WG9 Deliverable

Project team 3

Cybersecurity requirements for products with
digital elements — Vulnerability handling

CRA Stand. Req. Item : 15

Document type
WI number
Status

Next phase
DAV target date

: EN

: JT013090

: Draft Comment resolution
: Submit for ENQ, Oct. 20

: October 2026

=% CENELEC
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5.6 [PR] POSE TELEBASE ...ocvnrececreeeesmsnrsreasmsesssssssssrererensasas ssssssssnssass semssssssssassssssssssssssesssrssensassasssssns 25
Annex A (informative) Mapping of EN ISO/IEC 3011 1:2020 e irernsesmssssmssssmssssassens 27
Annex B (informative) Mapping of EN ISO/IEC 2914 7:2020 ....cvimsssessssssusssssssssssssssens 28

Annex ZA (informative) Relationship between this European Standard and the
essential cybersecurity requirements of Regulation (EU) 2024 /2847 of the
European Parliament and of the Council of 23 October 2024 on horizontal
cybersecurity requirements for products with digital elements and amending
Regulations (EU) No 168/2013 and (EU) 2019/1020 and Directive (EU)

2020/1828 [Cyber Resilience Act) aimed to be covered......c . 29
B IO ADIIY e sere s csse e s rrmsssssssnsrsssnessssnsrmsse s seesnes anmes snamses ssneasssamrmssE e aEnan e mamen Se e rEaan e e erE e anenrs 31
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WG9 Deliverable

WG9 (shared by all PT’s)

Cybersecurity requirements for products with
digital elements — Vocabulary

CRA Stand. Req. Item : T&Ds for WG9 documents

Document type
WI number
Status

Next phase
DAV target date

: EN

: JT013095

: Drafting

: Submit for ENQ, Sep. 30
: October 2026

=% CENELEC

® Ensure consistent use of terms and
definitions for all horizontal deliverables of
JTC13/WG@G9 for the CRA.

CEN-CLCJTC 13 /WG 9 - Update @ SEMI
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JTC13/WG9

Horizontal standards have
a dual purpose

@ State-of-the-art for all stakeholders to
understand the expectations of what is
required under the CRA

a8 Manufacturers of the default class products
(>90%) can understand what they must do and
what security capabilities their products
should have.

a Should be aligned with market surveillance
authorities' views.

a8 Can be used by third parties for evaluation
where verticals do not exist (yet).

® Can serve as a basis for vertical standards

8 The “General principles for cyber resilience”
provides a skeleton and sets the expectations
what verticals would need to address

a8 The “Generic security requirements” can be
used by the verticals as a normative reference
to specific controls or be used as the basis for
the product specific controls

CEN-CLCJTC 13 /WG 9 - Update @ SEMI 14



Thank you

Ben Kokx

B2 CENELEC

JTC13 /WG 9 - Update @ SEM
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